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TERMINOLOGY
Access Sharing

-
In this report, access sharing refers to a person sharing access to their own phone rather than two people

sharing one single phone between them. Access sharing includes a person not locking their phone to allow
the partner to use it and sharing access to the phone via credentials such as a PIN, fingerprint, or face

recognition.



RECOMMENDATIONS

Recommendation One: Expand smartphone cybersecurity options 

Binary all-or-nothing access models are inadequate for everyday smartphone use.
Safety by design principles should apply to smartphones and mobile applications. 
Make secure sharing settings the default on smartphones.
Design devices and applications to facilitate easy adjustments to sharing
permissions as needed.

Recommendation Two: Integrate intimate threats into cybersecurity models

While domestic and family violence has been integrated into criminology, law, and
policing in Australia, cybercrime frameworks have yet to recognise intimate threats as
core concerns for cybersecurity. 
Integrating insights from research on domestic, family, and gender-based violence
and how consumers use technology into State and industry cybersecurity
frameworks can yield more robust models to address the full spectrum of threats.
Acknowledge and investigate why consumers share smartphones so that positive
social functions can be accommodated alongside harm and risk mitigation. 

Recommendation Three: Promote informed consent for smartphone sharing

Any technology or technology behaviour can be used to promote or threaten security
and well-being. 
The context of technology behaviours is what gives them their meaning.
Open communication can help reduce potential conflicts and risks associated with
device sharing in couples.
While communication about expectations for sharing cannot prevent technology-
facilitated abuse, it can raise awareness of factors to consider in the future if the
nature of the relationship changes. 

1

2

3
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INTRODUCTION
This report presents findings from the first study of
how Australian couples share smartphone access.
The objective of this research was to build a new
evidence base to understand Australian couples’
everyday smartphone-sharing practices. We
conducted a national survey of Australian
residents. The survey was conducted online, and
participants were recruited via ads on Meta. We
conducted follow-up interviews with a diverse
group of 10 participants to learn more about their
survey responses. In this report, selected
quotations from the interviews are used to
illustrate typical comments. 

This project extends the focus of digital inclusion
beyond whether consumers can access the
Internet to investigate the relational aspects of
smartphone use and their implications. Despite
growing recognition that a substantial amount of
cybercrime, such as technology-facilitated
domestic violence, stalking, identity theft, image-
based sexual abuse, and financial fraud, is
committed by current and former intimate partners
[12,14,20,27,32], little information is available about
how couples share smartphones in their everyday
lives. This report fills that gap by providing
foundational knowledge about smartphone sharing
in Australian couples. Our findings can be used to
improve privacy protection and security for
telecommunications users in Australia and
worldwide by providing previously unavailable
baseline information about mainstream phone-
sharing practices. 

Efforts to strengthen cybersecurity have been
hindered by a lack of knowledge about threats in
interpersonal contexts, such as those arising from
everyday smartphone sharing among couples,
families, friends, and households [6]. While
cybersecurity self-help advice is readily available,
most guidance for technology consumers employs
a one-user/one-device model, emphasising the
importance of not sharing devices, passwords, or
personal information. Default mobile phone
settings offer all-or-nothing access to users [22].
This can create cybersecurity risks when phones
are shared. 
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This study builds on the growing body of research
advocating for increased recognition of
interpersonal insider threats to cybersecurity
[6,10,14,18]. These threats involve “An
authenticated but adversarial user of a victim’s
device or account who carries out attacks by
interacting with the standard user interface, rather
than through the installation of malicious or
sophisticated software tools” [18]. They require
different tactics for protecting cybersecurity than
traditional cybersecurity models centred on remote
and technologically sophisticated threats
[6,24,27,28]. Based on our earlier research on
technology-facilitated domestic violence against
women and children, we proposed the Intimate
Threat Model for cybersecurity. The Intimate
Threat Model includes: 

risks created by intentional device and
credential sharing;

physical access to passwords, networks,
and devices; and 

intimate knowledge that can facilitate
guessing passwords or answering security
questions [11,14].

This study created a new knowledge base to
understand everyday smartphone use patterns in
intimate relationships to better understand Intimate
Threats to Cybersecurity. Based on a survey of 967
Australian adults who use smartphones and have
been in an intimate relationship, we found that 70%
of Australians share access to their phones with
their intimate partner. This high rate of shared
access suggests that one-user/one-device models
are insufficient to promote cybersecurity in realistic
smartphone usage conditions. 

70%
70% of Australians share
access to their phones
with their intimate
partner.
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BACKGROUND 
Mobile phones are the fastest-spreading
communication technology in history [4]. Mobile
phones surpassed the number of landlines on
Earth in 2002 [8]. By mid-2022, there were more
active mobile phone subscriptions than people
globally [8]. By 2023, 69% of the global population,
approximately 6.7 billion people out of a total of
7.4 billion, owned a smartphone [23].

Mobile phone use is near-universal in Australia.
Ninety-seven percent of Australians aged 16 to 64
own a smartphone. Comparatively, 75% own a
laptop or desktop computer, and 46.1% own a
tablet [31]. Over 4 million Australians are mobile-
only users, meaning they have a mobile phone with
a data allowance but no access to a fixed
broadband connection. 

Secure access to mobile phones is more critical
than ever due to the ubiquity of mobile service
interfaces. In Australia, essential private sector and
government services are increasingly delivered via
mobile interfaces. For example, almost half of
Australians aged 16-64 use a banking or other
financial mobile app each month, while around
one-third use a mobile payment service monthly.
Although Australians spend an average of almost
three and a half hours using smartphones daily
[30], no previous research has investigated
whether any of this is on shared devices. 

By 2023, approximately
6.7 billion people out of
a total of 7.4 billion,
owned a smartphone

6.7 
BILLION

97%
97% of Australians
aged 16 to 64 own a
smartphone

The Australian Signals Directorate’s Australian
Cyber Security Centre (ACSC) leads government
efforts to improve cybersecurity in Australia. The
ACSC centres a cybersecurity threat model
focused on skilled, distant, “malicious cyber actors
who continue to target Australia’s networks,”
including government and industry. For example,
the ACSC website says,

State-sponsored cyber actors persistently target
Australian governments, critical infrastructure and
businesses using evolving tradecraft. These actors
conduct cyber operations in pursuit of state goals,
including for espionage, in exerting malign
influence, interference and coercion, and in seeking
to pre-position on networks for disruptive cyber
attacks. [2]

This focus is consistent with dominant
cybersecurity models globally. However, a growing
body of research has called for a more holistic
approach to cybersecurity that takes the full range
of threats into account [6]. This includes greater
attention to threats from people we know, including
partners, friends, and family. 



To explore mobile phone sharing practices, we
conducted a computer-assisted online survey
consisting primarily of closed-ended questions,
supplemented by open-ended items to capture
nuanced insights. Participants were recruited
mainly through targeted social media advertising
on Facebook and Instagram. These platforms were
chosen due to their widespread use, ability to
support written advertisements, and capacity to
reach diverse audiences through demographic
targeting. To enhance diversity, we partnered with
the Multicultural Families Organisation, which
promoted the survey via their monthly newsletter
and in-office signage. This supplemental strategy
broadened our participant pool.

Recruitment materials included a brief survey
description and a link or QR code embedded with
unique query strings. These identifiers allowed us
to track recruitment sources and assess whether
key survey outcomes varied by recruitment
method.

We deliberately chose this recruitment approach
over using “representative” samples from
commercial survey companies. Such companies
typically rely on pre-existing panels of individuals
who opt in for financial incentives. This introduces
a systematic bias, as these “professional survey
takers” may differ from the general population in
ways that affect survey responses. While all
recruitment methods involve some degree of self-
selection bias, social media advertising can reach
a broader, more dynamic audience—including
individuals less likely to participate in traditional
panels—potentially reducing bias and improving
representativeness on variables relevant to our
study.

In the context of mobile phone sharing,
representativeness should reflect actual
behavioural patterns rather than demographic
quotas. For example, detecting gender-based
differences in sharing practices does not require
equal numbers of men and women, but rather a
sample whose behaviours align with those
observed in the broader population. Our analysis of
sharing behaviours across recruitment methods
and demographic groups revealed no meaningful
differences that would suggest a commercial
panel would have offered any advantage over our
chosen recruitment strategy.

METHODOLOGY The survey was open from May through late
September 2024. Eligibility was determined
through initial screening questions regarding age
(18 or older), mobile phone use (e.g., “Do you use a
mobile phone in your everyday life?”), current
residence in Australia, and current or past
involvement in a romantic relationship (same- or
opposite-sex). Of those who proceeded beyond the
survey information page, 1,049 participants met
the eligibility criteria, while 38 were excluded.
Among the eligible participants, 988 provided
usable responses, defined as having completed
the survey at least through the section on mobile
phone locking behaviour. Following a quality check,
21 additional responses were removed due to
duplication (likely unintentional, based on time
gaps between entries), inattentiveness (e.g.,
identical frequency responses across items), or
implausible answer patterns. This resulted in a
final analytic sample of 967 participants.
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PARTICIPANT PROFILE
Demographics
As is common in social science survey research,
most participants were women (80%). Less than
one percent of participants identified as another
sex category.

Figure 1. Participants by Sex

967 eligible people completed the 
survey

Women
80%

Men
20%



Participants ranged from 18 to 82 years old. The
average age was 40. 

Among respondents who provided information
about their ethnicity, 97.5% identified as neither
Aboriginal nor Torres Strait Islander.  Two percent
identified as Aboriginal, and less than one percent
identified as Aboriginal and Torres Strait Islander.

[1]

Three-quarters of the participants were born in
Australia, and one-quarter were born overseas.
Most participants were Australian citizens (90%).
In addition, five percent were permanent residents,
four percent were on temporary visas, and less
than one percent reported some other immigration
status. 

Thirty-four percent of participants reported
completing an undergraduate university degree,
and 35% had graduate degrees. In addition, 30%
reported completing secondary school, and less
than one-half of one percent reported completing
primary school. 

Participant income ranged from $0 to more than
$200,000. The average annual income for
participants was $72,164. 

Three-fourths of our sample identified as straight.
Fifteen percent identified as bisexual. Four percent
identified as gay or lesbian. The remaining six
percent preferred not to answer, didn’t know, or
selected some other sexuality status. 

[1] Percentages may not add to 100 due to rounding. In this report, we round most fractions .5 and over to the next highest number.
Fractions .4 or less are usually rounded down to the whole number. 

Relationship Characteristics
The largest group of participants in our survey
were married (44%), followed by those in a de facto
relationship (25%). Never-married people were in
the next largest category (15%), followed by those
who were engaged (6%), were separated (5%), or
were divorced (2%). 
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The current or recent relationships participants
reported on in the survey ranged from one month
to 64 years in duration. The average relationship
length for participants was 12 years. Most
participants lived with the partner they were
reporting on (76%). Almost a quarter of
participants (24%) did not live together. 

Figure 2. Marital Status

Marital Status

25%
De facto

15%
Never-married

6%
Engaged 5%

Separated

2%
Divorced

44%
Married



FINDINGS

Just over half of the participants in our survey
used iPhones (51%) as their primary phone. The
remaining participants mostly used Android
phones (48%), with a few unsure or using other
types of phones (less than 1%).
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Phone Details 

Figure 3. Phone Type

Almost all participants (98%) owned their phone,
with one and a half percent saying their partner
owned it. Less than one percent reported that
someone else owned their phone. Most people
(82%) also had their own phone plan, with 17
percent sharing a plan with their partner. Less than
one percent said they were unsure who owned the
phone. 

Survey participants reported using their phones for
essential functions on a daily basis.

How Participants Use Their
Phones

Most participants text (98%), look up information
(97%), use social media (96%), make calls (91%),
and play music (83%) at least once a week. More
than half of participants use their phones for work
(65%), shopping (51%), banking (70%), and getting
directions (70%) at least once a week. In addition,
35% use their phones for education, 14% use them
for doctors or medical appointments, and 2% use
them for visa or citizenship issues at least once a
week. Many of these functions are vulnerable to
cybersecurity risks, as they involve handling money
and sensitive personal information. These findings
show that consumers rely on secure access to
web-based functions and services via their
smartphones.

Figure 4. Phone Uses

Ninety-five percent of Australians lock their phone.
Only five percent do not use a lock screen on their
phone. 

Phone Security

Figure 5. Phone Locking

Most people use multiple methods to unlock their
phones. A PIN was the most commonly used
method to unlock the phone (61%), followed by
face recognition (47%), fingerprint (30%), swipe
pattern (9%), and password (4%), as seen in Figure
6.

Phone Type

iPhone Android unsure/ other

0 20 40 60 80 100

Text

Look up info

Social media

Make calls

Play music

Get directions

Banking

Work

Shopping

Watch TV

Education

Medical

Immigration

Percentage who do these at least once a week

Phone Uses

95%
Most people
lock their phone



Those who didn’t lock their phone said they didn’t
do so because they were the only one who ever
had access to it (two percent), so their partner
could use it (one percent), or other people could
use it (less than one percent). In addition, just
under three percent said they didn’t lock their
phone because they have nothing to hide, and two
percent said it wasn’t worth the hassle of locking
it. One person said they didn’t lock their phone
because their partner didn’t want them to.

Figure 6. Unlocking Methods

Most Australians share authentication permission
with their partners so they can access their phone.
This report defines access sharing as not locking
the phone to permit the partner to use it or
allowing a partner access to the phone using
credentials. Using this definition, 70% of
participants engage in access sharing.

Characteristics of Phone
Sharing

Figure 7. Access Sharing

Seventy-four per cent of participants who used a
lock screen reported that their partner could
unlock their phone. An even higher number of
participants (85%) said their partner had used their
phone at least once in the last year. 

Figure 8. Past Year Sharing with Partner

Sharing Access with Other People

Although this study focused on sharing with
partners, many participants reported sharing with
others. About 34% reported sharing their phone
with one of their children, and about 31% reported
sharing with a friend. Around 17% to 18% reported
sharing with another family member, parent or in-
law. Only about three percent reported sharing with
a roommate, housemate, or acquaintance. 

Figure 9. Sharing with Others

About 34% of participants had never shared their
phone with any of these people in the past year. 

Unlocking Methods
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Who Shares Their Phones? 

Demographic Characteristics

There were no significant differences in
smartphone sharing by sex, income, Indigenous
status, education or place of birth.  Age was the
only demographic variable significantly associated
with differences in sharing.  The overall linear
trend was for sharing to decrease somewhat as
age increased. However, this pattern is
complicated by a) the fact that the association
between age and sharing cannot be adequately
described by a simple linear trend (in actuality, it
goes up, down, and back up again), and b) age is
associated with matters such as relationship
status and duration. These more complex inter-
relationships and non-linear patterns require
additional exploration beyond the scope of the
current report. 

[1]

[2]

[1] Australia versus overseas.
[2] At conventional p<.05 levels of statistical significance. 

Figure 10. Sharing by Age

Relationship Characteristics

Relationship Status - Unlike the small to non-
existent associations between demographic
characteristics and sharing, relationship status
was more substantially related to phone sharing. 

Figure 11. Sharing by Relationship Status

Our chart indicates that relationship categories
typically associated with greater levels of
commitment involve greater levels of sharing.
Married participants were most likely to share
(78%), followed closely by engaged participants
(74%) and those in current de facto partnerships
(70%). Never-married participants were not far
behind (59%) these groups. Unsurprisingly, those
who were divorced or separated and reported on
their former partners reported lower levels of
sharing during the prior relationship (46%). In
comparison, those who began dating a new
partner after the dissolution of their original
partnerships reported the lowest level of sharing
with the new partner (40% and 18%, respectively).
Similarly to what we mentioned for the
participant’s age, there may be relevant
interrelationships between relationship status, age,
and relationship duration that require additional
exploration beyond the scope of the current report. 

Relationship Duration - Sharing increased as the
duration of the relationship increased to about
three years, at which point the sharing levelled off
at nearly 75%. As before, there may be relevant
interrelationships between relationship status, age,
and relationship duration that require additional
exploration beyond the scope of the current report. 

Figure 12. Sharing by Relationship Duration

Sharing with Partners by Age Group
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How did Sharing Start?

Most participants who shared access with their
partners said they willingly offered their partner
access to their phone (91%). Seven percent said
their partner asked for access. Less than one
percent said their partner demanded access, and
almost one percent said they got access some
other way. One percent were not sure how the
access started.

Why Do People Share Access to Their
Phone with Partners?

The most common reasons reported for sharing
access to a phone with a partner were trust and
convenience. The quotations from the interviews
below are examples of typical comments about
trust and access sharing. 

Reasons for Sharing

Figure 13 shows the percentage of participants
endorsing a range of reasons for sharing access. 

Figure 13. Reasons for Sharing Access

The most common reason participants gave for
sharing access was “I have nothing to hide” (53%),
closely followed by “It’s convenient” (50%). A third
of participants (33%) said they shared “In case
their partner needed a backup device (because
their battery died etc.)” Twenty-six percent said
they shared because they “have resources the
partner doesn’t have (apps, subscriptions, better
camera etc.).” Twenty-one percent said they shared
because it benefits the relationship. Less common
reasons were “My partner knows more about
cybersecurity and can check my settings for me”
(5%), and “It’s selfish not to share” (5%). Three
percent of participants said that “Refusing to share
would have harmed our relationship” and “It’s
expected to share mobile access with your partner
in my culture.” One percent or fewer said they
shared because their partner paid for the account,
demanded access to their phone, or owned the
phone. 

Participants who shared access to their phones
with their partners reported using a variety of
tactics to protect their privacy.

Privacy Practices

Figure 14. Privacy Behaviours

As shown in Figure 14, the most commonly used
privacy practice was deleting something so the
partner wouldn’t see it (40%). Hiding something so
the partner wouldn’t see it was the second most
common (36%). Turning off location services was
used by 28% of participants. Locking apps (13%),
hiding the phone (8%), and changing the password
to lock out the partner (6%) were less common. 

“It’s almost like an
unspoken version
of trust.”

“I trust him with my life, so
there’s no reason why I
shouldn’t. If there is, then that
in and  of itself is concerning.”

Reasons for Sharing Access
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As noted above, 70% of Australians share
credentials so their intimate partners can access
their phones. However, fewer of these people
reported having discussed their expectations or
parameters for sharing. Only 11% of participants
said they had discussed their expectations for
sharing. Eighty-seven percent of participants had
not discussed any rules or expectations for
partners when using their phone. One percent were
unsure whether they had or not. 

Communication about
Sharing

Figure 15. Sharing Discussion

Those who hadn’t had a conversation setting
expectations for sharing talked about sharing
access as part of trust in a relationship. For those
who had an explicit discussion about sharing, the
conversation included privacy issues and
pragmatic considerations, as illustrated by the
following quotes from the interviews.

DISCUSSION 
This report presents findings from the first study of
mobile phone sharing with intimate partners in
Australia. Our research confirms that Australians
regularly use smartphones for essential social,
economic, educational, and health-related
purposes. As described above, most Australians
share access to their mobile phones with intimate
partners. As might be expected, the more serious
the relationship, the more likely participants were
to share. 

Most participants indicated that they shared
voluntarily, for innocuous or prosocial reasons,
such as convenience, as part of trust in the
relationship. This aligns with prior research
highlighting the centrality of convenience and trust
in decisions to share or not share credentials and
device access with partners [7,25,26]. Contrary to
previous research that attributes phone sharing to
financial need or cultural demands in discrete
communities, our research finds that access
sharing is widespread, even among individuals
who have their own phones. 

While this study focused on exploring mobile
phone sharing in couples, the findings are useful to
guide future research and policy on a broad range
of device, account, and application sharing in
family, friend, and carer contexts. The information
gathered in this project provides new information
to inform education about consumers’ real-world
mobile phone-sharing behaviours and their
implications. This information is needed to
educate consumers, telcos, cybersecurity bodies,
and technology designers, as well as to promote
communication about informed and consensual
sharing. 

Our findings also contribute to ongoing research
on technology-facilitated abuse by filling a key
knowledge gap about baseline technology-sharing
behaviours in relationships and how people
understand them. This information enables greater
recognition of the circumstances in which sharing
may be beneficial or harmful and how the meaning
of the same behaviours can change depending on
the context. 

Sharing Discussion

“We did discuss that you can’t
just reply to everything without
first asking or telling the other
person, because you can’t
really reverse it once you’ve
sent it out.”

‘I don’t think we ever has a sit-
down conversation, which I think
is okay, it’s one of those things
where it usually makes more
sense to negotiate as you go.”

16

87%
De facto

1%
Unsure11%

Yes



In Australia, private sector and government
services are increasingly accessed online and via
mobile delivery. Secure access to the Internet is
more important than ever due to the ubiquity of
mobile service interfaces and the reality of
widespread sharing. 

The Australian Digital Inclusion Index (ADII) uses a
composite index of digital inclusion tracking
access, affordability, and digital ability, including
social digital ability [30]. ACCAN has previously
supported research investigating barriers to digital
inclusion [16,21], and technology-facilitated abuse
[14], including unintended outcomes from family
plans [29].

This study contributes to efforts to move beyond
first-level digital inclusion, stepping back from
deficit and harm-focused frames to understand
consumers’ everyday sharing behaviours and the
thinking behind them. Our findings extend the
focus of social digital inclusion beyond whether
consumers can access the Internet to investigate
the relational aspects and implications of mobile
phone sharing. Information about why people
share access to their phones and what sharing
means to them is necessary to address the social
factors shaping meaningful digital inclusion and
consumer cybersecurity practices. Key findings are
discussed below.

For example, without information about the
context, meaning, and impact for those involved,
altruistic or innocuous technology behaviours and
expectations about them (such as expectations
that access or locations will be shared) can easily
be misconstrued as abusive. 

Context is Key

We found that age was associated with sharing
behaviours, with people in their twenties being
most likely to share and another bump in sharing
amongst older people. These findings may indicate
that young people are more likely to share access
to their phones but only begin entering serious
relationships where this behaviour is more
common during their twenties. An increased
likelihood of sharing was also found amongst our
oldest participants. This may reflect older
Australians’ greater needs for support in
maintaining access to essential communication
tools in the ever-changing technology context. 

Our findings show that highly sensitive
personal and financial information flows
through Australians’ personal smartphones.
Widespread sharing in couples is a core
context for understanding everyday
smartphone use. 

Inclusive Cybersecurity
Threat Models are Needed
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While this study did not focus on abuse, some
participants discussed technology-facilitated
abuse and other potentially problematic aspects of
phone access. Given that intimate partners are the
perpetrators in a sizeable portion of identity crime,
financial abuse, and technology-facilitated abuse,
and about 40% of marriages end in divorce,
separation and abuse are essential considerations
for cybersecurity design and policy. 

The prevalence of access sharing points to the
need for cybersecurity policies and designs that go
beyond one-user/one-device models to
accommodate how Australians use their phones in
real life [26,28]. They also indicate a need for
conversation about phone access sharing and its
implications. Acknowledging this requires
innovative approaches to cybersecurity. Mobile
device, platform design, and cybersecurity policy
must do more to take this reality into account. Our
findings have important implications for
interpersonal privacy, cybersecurity, and
cybercrime. 

Accordingly, great care must be taken to
capture the nuances of technology use and
the context in which it occurs, to avoid
distorting technology users’ experiences. 

The meaning and impact of decontextualised
technology behaviours are highly ambiguous
[3,10,11,13,14].



Figure 16.
Excerpt from
ACSC Annual
Cyber Threat
Report

Despite Australia’s focus on threats to national
infrastructure, government, and companies, the
financial cost of cybercrimes against individuals is
increasing faster than that for businesses [2]. In
addition, healthcare and social assistance were the
most frequently reported non-government sectors
reporting cybersecurity incidents during 2022-
2023. The most common types of cybercrime
affecting individuals were identity fraud (26%),
online shopping fraud (15%), and online banking
fraud (12%) [2]. While these types of cybercrime
are particularly vulnerable to intimate threats and
have been identified in research on technology-
facilitated domestic violence, the ACSC’s threat
mitigation advice is focused on stranger danger.
For example, this excerpt from ACSC’s Annual
Cyber Threat Report 2023–2024 lists the top 3 self-
reported cybercrime threats for individuals. The
mitigations each target threats from strangers [2]. 

In Australia, 20% of identity theft perpetrators
identified by police were current or former intimate
partners or individuals related to an ex-partner [19].
These crimes, committed by known persons, are
widely understood to be under-reported,
particularly when perpetrators use credentials their
partners have willingly shared. This suggests that
the actual rate of victimisation by someone known
to the victim is likely even higher.

This lack of recognition persists despite a high-
profile campaign by Australia’s largest corporation,
Commonwealth Bank, which has acknowledged
the strong link between financial cybercrime and
domestic violence. In a 2020 report, the bank
revealed that over 623,000 women and men were
subjected to financial abuse by a current or former
intimate partner in that year alone [5]. The report
estimated the direct costs of this abuse at $5.7
billion for victims and an additional $5.2 billion in
broader economic costs. Accordingly, we
recommend integrating the Intimate Threat Model
into cybersecurity policy and practice. 

Findings from this study contribute to the literature
on interpersonal insider threats to cybersecurity
[6,10,14,18] and the Intimate Threat Model for
cybersecurity [11,14]. The implications of the
Intimate Threat Model underscore the need for
greater transparency and control for smartphone
users, allowing them to share what they want on
their devices while maintaining their privacy.
Because the implications of smartphone sharing
change over time according to the status of the
relationship, smartphone users need to be able to
quickly and easily find and change permissions
when necessary. Beyond cybersecurity, legal
frameworks need to be adjusted to be able to
account for coerced debt and other abuses where
credentials or devices have been shared voluntarily
due to fraud, coercion, or force [24, 27]. 
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CONCLUSION
The smartphone sharing practices identified in this
study reveal a disconnect between cybersecurity
policy, design, and advice and the actual ways
Australians use their phones. Due to its prevalence,
access sharing is as important, if not more
important, to cybersecurity than sharing a single
device. Accordingly, our findings point to
recommendations for future research and policy
priorities.

Future Research - This was the first study
investigating everyday mobile phone sharing in
Australian couples. Evidence about technology
sharing is beginning to emerge as part of studies on
digital inclusion. However, this study points to
additional directions for further research to
understand the dynamics and impact of widespread
mobile phone sharing. Our findings can inform
future research in other countries with larger
samples and additional cohorts of diverse
consumers. 

Cultural Factors - First, our findings suggest that
social and cultural norms surrounding sharing
practices are salient for all Australians, not just
those who share devices due to financial necessity.
Research on the cultural aspects of phone sharing
should be inclusive to build understanding of how
our social ecology, including individual preferences,
family dynamics, communities, and culture, shapes
everyone’s technology behaviours.

Diverse Communities - While our social
environments shape everyone’s technology use,
specific groups of people will have particular
experiences and needs that we won’t know about if
we don’t study them. Some key populations to study
include families with children, people with
disabilities who rely on technology for different uses
than people without disabilities, and older people
who often rely on assistance to use technology.
More research is also needed on mobile phone
sharing in Indigenous communities. Prior research
on cybersecurity indicates that unique cultural
dynamics shape phone sharing practices, risks, and
benefits in remote Aboriginal communities [25].
However, to date, no research has focused on
phone sharing in urban Aboriginal communities or
among Torres Strait Islander people. Research led
by Indigenous communities and researchers should
be funded to fill this gap. 

Existing and Future Technologies - Given the
extent of access sharing, more research is needed
to identify what features already exist to promote
cybersecurity, privacy and informed consent for
shared mobile phones, whether/how people are
using them, and what new features are needed. 

Limitations - This study, like all research, has
several limitations that should be considered when
interpreting the findings. One limitation concerns
our recruitment strategy. Although social media
advertising enabled us to reach a broad and
diverse audience, it also introduced potential self-
selection bias. Individuals who respond to online
advertisements may differ in important ways from
those who do not. This method may reduce
reliance on habitual survey-takers commonly found
in commercial panels, but it does not eliminate all
concerns about representativeness. Our approach
prioritised behavioural relevance over demographic
quotas, which may still limit the generalizability of
our findings. That said, our major findings
regarding sharing behaviours were largely
consistent across demographic categories –
except for age – suggesting that any self-selection
biases are unlikely to have meaningfully influenced
the results. 

Another limitation relates to the nature of survey
research itself. Surveys are not always well-suited
to capturing complex or abstract constructs such
as trust. While we conducted follow-up interviews
with a small number of participants to gain deeper
insight, a more extensive qualitative component
would likely be beneficial in fully exploring these
nuanced issues.

Finally, the analyses presented here were limited in
their ability to disentangle the effects of
interrelated demographic variables. Although we
examined mobile phone sharing behaviours across
age, relationship status, and relationship duration
individually, these factors are clearly
interconnected. For instance, older individuals are
more likely to be in longer and more serious
relationships. Future analyses using multivariate
methods could help clarify the unique
contributions of each variable and better illuminate
their combined influence on sharing behaviours.
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